PDF-IT is the ONE for DIGITAL SIGNATURE

paril

o Apply digital signature and/or signature image on certificate page with ONE step
o Digitally/electronically sign full-sized and condensed with ONE step
o Create PDF portfolio (cover sheet, full-sized, condensed, word index and Amicus) with ONE step

e Anytime, anywhere access doesn’t limit you to ONE computer or ONE location

ReNew DIgital ID.......ccoovii i e e e e e ———— 2
Export/Back-up Digital ID..........ooii i e 5
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http://www.pdf-it.com

RENEW DIGITAL ID
4. Select the Renew button.

1. Go to VeriSign’s website by clicking on the link below or copy/pasting it into your browser.

If this is the correct Digital ID, vou can now choose to download for the Digital ID.
https://digitalid.verisign.com/services/client/renew.htm

2. Type in your email address and then select the Search button. Name Jane Doe
. = Ermail jane@janedoereporting.com
Renew a Digital ID :
Status Expired
To renew your valid or expired Digital ID, first find it by entering the name, e- Walidity May 07,2007 - Jul.06,2007

mail address, or serial number and issuer name in the Digital ID, and clicking on
the SEARCH button. If you selected unlist in your Digital ID preferences, you will -
need to enter the Digital ID's serial number and issuer name. Address not available
You cannot renew revoked or free trial IDs, search this database for Server IDs, or use
wildcard characters.

Class Digital ID Class 1 - Client Authentication Standard

Organization = VeriSign, Inc.

Organizational Unit = VeriSign Trust Network

Organizational Unit = www.verisign.com/repository/RPA Incorp. by Ref LIAB_LTD|c)
By clicking the SEARCH button you accept the terms of our Relying Party Agreement. ) 98
Subject Organizational Unit = Persona Mot Validated
Search by E-mail Address (recommended): Organizational Unit = Digital ID Class 1 - Microsoft
Commen Mame = Jane Doe

Enter the E-mail address: Email Address = jane@janedoereporting.com

(example: john_doe@verisign_com) [ErE iRz e Iig 3

Serial
Search for Digital IDs that are: O Valid O Expired ® Al Nurmber

O Rewked O Pending
Replace | Renew Set Preferences

Tfd87b130e8011d37a6bbeadBh 70916

3. Click on your name.

. . - o . . . Typei hall h lect the R This Digital 1D .
The query returned the following matching Digital IDs. Clicking on the name link will 5. Type in your challenge phrase & select the Renew This Digita button

allow you to view more detailed information about the 1D or perform additional

operations on the ID such as download, revoke, renew, replace or set preferences. Enter your challenge phrase and click the Renew This Digital ID button.
This icon next to a listing indicates that the Digital 1D is the owner's preferred 1D
@ for encrypting secure megssages_ g P Challenge Phrase | your challenge phrase goes here
Jane Do\ Espired) |  Renew This DigitaliD |
jane@jaty eporting.com

Digital ID s 1 - Client Authentication Standard
Validity period from May-07-2007(GMT) to Jul-06-2007(GMT)




6. Fill out the Digital ID Renewal Enroliment Form. Checking the box to Protect Your Private Key is 7. Select Yes if you trust the VeriSign website to install your digital ID.
recommended. Select the Accept button. Potential Scripting, Vilation

This Web ske is adding one or more certificates Lo this computer. Allowing an unirusted Web ske to Update your certificates is a securiy risk. The Web
! site could install certificates you do ot trust, which could sllow programs that viow do nok trust to run on this computer and gain access bo your data.

%riSign" ‘ Enroliment .

Help with this Page | 8. Select Set Security Level... button.

Creating a new RSA exchange key |
Class 1 Digital IDSM Renewal
for Microsoft Internet Explorer

An application is creating a Protected item.

Step 1 of 4: Complete Enrolilment Form

* Step 1: Complete Enrellment Form Step 3: Pidk up Digital 1D CroptadPl Private Key

Security level get to Medium _

[ Ok H Cancel H Details... ]

Step 2: Chedt E-mail Step 4: Install Digital 1D

Enter Challenge Phrase:
Do not use any punctuation.

(Optional): Select The Cryptographic Service
Leave this as it is unless you are using a specialized mechanism, such as a smart card, to
manage your private key. In this case, select the appropriate provider from the list bosx.

9. Select security level High and select Next.

ﬁ;ynﬂzographlc Service Provider [\, o, Enhanced Cryptographic Provider v1.0 [v] Creating a new RSA exchange key

Chooze a security level appropriate for this item.

Additional Security for Your Private Key

We recommend that you protect the private key associated with your Digital ID. Checking the box
below will provide you with security optiens for your private key. Click Here for additional
information.

!equest my permiszion with a pasaword when this

itern iz to be used.
Check this Box to Protect Your
Private Key O Medium
Fequest my permission when this item is to be used.
If you agree to the terms of the Subscriber Agreement and Privacy Policy
Extract, please click ACCEPT to continue.

Cooyright ® 2001, Ine. All Rights Reserved ‘é]‘iSig] 1
Trust Networ|




10. Enter your password (a.k.a. private key) in the text boxes and then select Finish.

=

Creating a new RSA exchange key

11. Select OK.
r

Create 3 pazzword bo protect this item.

Create a new pazsword for thiz item,

FPazzword for:

Confirm:

| 1 il = |

Creating a new RSA exchange key

An application is creating a Protected item.

Cryptod Pl Private Key

Security level zet to High [ Set Security Level... ]

-[ Cancel H Details... ]

12. You will see a screen telling you to expect an email to continue the process.

13.

Vg‘riSign'

Step 2 of 4: Check E-mail

Step 1: Complete Enrollment Form Step 3: Pidk up Digital ID

Digital ID Services

* Step Z: Chedk E-mail Step 4: Install Digital 1D

You should receive an e-mail from the Digital ID
Center within the hour at the e-mail address you
entered in the enrollment form. It will contain
instructions for installing the Digital ID.

Go retrieve your email from VeriSign. Highlight the Digital ID PIN. Right mouse and select Copy.
Click on the hyperlink provided in the email.

Trial Class 1 VeriSign Digital ID Pickup Instructions

ID-Center@verisign.com on behalf of YeriSign Digital ID Center [onlineca@werisign.com)]

Extra line breaks in this : 1

To:  jane@ yeurdomain.com

#*If you did not enroll for & Digital ID through VeriZign please do not follow the
instructions below for picking up the ID.*%%

QUICE INSTALLATION INSTRUCTIONS

To assure that somweone else cannot obtain a Digital ID that contains your name and e-mwail
address, you must retrieve your Digital ID from VeriSign's secure web site using s unigue
Personal Identification Number (PIN).

Ee sure to follow these steps using the same computer you used to begin the process.

Copy your Digital ID PIN
FTour Digital ID PIN is:

G0 to VeriZign's secure Digital ID Center

Clear
Paste (or enter) your Digital ID PIN | selact all it
Then select the SUBMIT button to install your Digital 1 |
Look Up...
That's all there is to it! Translate...




14. Click inside the text box for your Digital ID PIN and right mouse click and select Paste. Then select
Submit.

15.

16.

Step 3 of 4: Pick up Digital ID
Step 1: Complete Enrcliment Form  » Step 3: Pick up Code Signing ID
Step 2: Ched: E-mail Step 4: Install Code Signing ID

‘When picking up your ID, use the same machine and browser used for
enroliment.

The Personal Identification Number (PIN) is needed to complete this step. It was contained in an e-
mail message sent immediately after the enrollment form was submitted.

This was sent from VeriSign Customer Support Department to the e-mail address entered in the
enroliment form._

Copy the PIN number from the e-mail. paste (or enter) it into the box below, and click SUBMIT.

After the PIN is submitted. generating the Digital ID will take up to three minutes. Do not interrupt
the browser until there is a response.

Enter the Digital ID Personal
Identification Number (PIN):

The Digital ID PIN is listed in the confirmation e-
mail that was sent from the Digital ID Center.

Delete !

Select All

Select Install.

VeriSign  Digital ID Services

Step 4 of 4: Install Digital ID

Step 1: Complete Enrolimant Form Step 3: Pick up Digital I

Step 2: Check E-mail « Stes 4 Install Digital 1D
Your Digital ID
Your Digital ID® has been successfully generated.

Organization = VeriSign, Inc.
Organizational Unit = VeriSign Trust Network

Organizational Unit = www.verisign.com/repository/RPA Incorp. by Ref.,LIAB.LTD(c)98

Organizational Unit = Persona Not Validated
Organizational Unit = Digital ID Class 1 - Microsoft
Common Name = Jane Doe

Email Address = jane@pdf-it.com

Please click on the "Install” button to the right to install -
the Digital ID.

Select Yes twice if you trust the VeriSign website to install

Potential Seripting Vislation

This Wl st i e b 1 e, 2 palslm yinm ol i o sy rick. The Wil
1 dd nstel cernf 4 . which could o donct th P dath.

0 i et this Drogriem b add the certficstes nomi Chck Yes I wou trust the Web ste. Othermee, chok o,

-

EXPORT/BACK-UP DIGITAL ID

1. Launch your Internet Explorer browser (Version 7 illustrated). Select Tools on the tool bar and then

select Internet Options.

ok IY;Vahnnl I_ fhi- 8

S
s '-

[P Browse the Web - quickly and safely with Yahoo! Toolbar

Delete Browsing History .. &

My Yahoo! My Mail

E Answers”™™"™ Featured Entertainment | Sports |
& Autos ay 25, 2007
@ Finance

=«Unleash the Force

apprentice in the new Star Wa

YAHOO" Search: ’w

Embrace the dark side as Darth |
rs game. 3

Pop-up Blacker 3
) Phishing Filter ’
ide Manage Add-ons 3
“ark CFfline
Windows Update
Full Screen F11
Menu Bar
| Toobars 3

Diagnose Connection Problems. ..
Sun Java Console

2. Select the Content tab and then select Certificates.
r

Internet Options

General | Security | Privacy -Connections' Programs | Advanced

Conkent Advisar

gl Ratings help wou control the Internet content that can be
viewed on this computer,

Certificates

Use certificates For encrypted connections and identification.

Clear S50 state _ Publishers

AutoComplete

AutaComplete stores previous entries Settings

on webpages and suggests matches
for you,

Feeds provide updated content From Settings
websites that can be read in Internet

Explorer and other programs.

oK ] [ Cancel




Select the row with your digital certificate information and then select Export.

=

Certificates

Intended purpose: <all= bl

| Personal | Other People | Inkermediate Certification Autharities | Trusted Root Certificatior SO

Friendly Marne

Issued By

| Issued To

[Crpor.. ) [EEEE [ oreve ]

Certificate intended purposes

Secure Email, Client Authentication

Select Next.
r

Certificate Export g

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to vour disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to prakect data ar ko establish secure netwark
connections, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

- Cance'

10

5. Select Yes, export the private key and then select Next.

=
Certificate Export Wizard

Export Private Key
‘fou can choose ko export the private key with the certificate,

Private kevs are password protected. IF vou want to export the private key with the
certificate, you must type a password on a later page.

Do wou want to export the private key with the certificate?

()Mo, do not export the private key

6. Select Next.
r
Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of File Formats,

Select the Format you want to use:

(%) Personal Information Exchange - PKCS #12 (PFX)

[include all certificates in the certification path if possible
Enable strong protection {requires IE 5.0, NT 4.0 5P4 or above)

[Delete the private key if the export is successful

e R (o)

11




7. Type in a password twice and select Next. Keep this password confidential. This will be needed every 9. Select the Desktop icon, type in a file name and select Save.
time you want to digitally sign your transcripts. 9

=

Certificate Export Wizard
P Save ir: |@Desktop V| Qo + e -

Password

To maintain security, you musk protect the private key by using a password. BMY Documents

5& My Computer
My Recent €J My Metwark Places
Documents |C5) Verisign Export For IE

Tvpe and confirm a password,

Password:

Confirm password:

My Documents

My Computer
T
8 File: name: l! A |
by Metwork, Save as type: | Personal Information Exchange [ pfx] v | Cancel

10. Select Next.
r

8. Select Browse.

=

Certificate Export Wizard

Certificate Export Wizard
File to Export
File ko Export Specify the name of the file wou wank to export

Specify the name of the file you want ko export

File name:

| - Ci\Documents and Settingsy,  Janz K. Doz \Desktophjanedoe.pfx | L Browse. .. ]

File narne:

<w [ o> ] [cow e RSN

12




11. Select Finish.

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the following settings:

File Mame Ci\Doc
Export Keys Yes
Include all certificates in the certification path Mo

File Format Person
< | >

(e I ()

12. Type in your Private Key (this will be the password created in the previous step). Select OK.
r =
Exporting your. private exchange key Pz|

An application is requesting access to a Protected item.

CryptodPl Private Key
[] Bemember password

e [

13. You should receive an alert box notifying you of a successful Digital ID exportation. Select OK.

R
Certificate Export Wizard rg|

The export was successful,

14. Save the file to a floppy, flash drive or burn to a CD. For pdf-it customers this last step is OPTIONAL
since a copy of your Digital ID will be stored on our server(s).

14

UPLOAD DIGITAL ID TO PDF-IT

1. Login to your pdf-it account and select Modify your pdf-it profile.

Modify your PDF-it

-

Select the Transcript Signing tab.
User Information | Billing Informatian T CoverSheet | Transcript Formatting | Transcript Sigring |

Account Type

@ Court Reporting Firm
O Court Reporter

Select the Browse button next to the Certificate text box.

Certificate and Signature Files
Please upload your cryptographic certificate and an image of your signature below.

Certificate Select file (in PFX or P12 format)

Signature Image Select file (in TIFF, PDF, PNG, GIF, or JPEG format)

Select Desktop icon. Select the pfx file and then select Open.

Lock in: | (@} Desktop | e B
LY (31 Documents Jane Doe Signature. tF
3 My Computer Fe
MyRecert  &Jmy Hetwork Flaces [Q
Type: Personal Informatior
Date Modified: 5/25/2007
Size: 2.42 KB
My Documents
My Computer
Q | >
N
My Network.  File name [ianedoe pti | -
Places
Files of type: [ Fies =) | Cancel

15




5. Select the Save button on the bottom, right side.
copy of the signed form

6. The message “Your changes have been saved” confirms success.

Feuar

{in PR or B13 format)

(in TIFF, FDF, PNG, GIF, or JPEG formak)

VeriSign

P faxed copy

End of Instructions

16
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